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1. A data copyright management system for managing the 
copyright of data which is encrypted and suppliers from a database to a user, 
said data copyright management system hav^g the database and a key control 
center; 

wherein a key for decrypting saia encrypjra3^|ta is supplied from said 
key control center to said user; 

said user uses said key fof decrypting when said user displays or edits 
said data to decrypt said encrypted data; and 

said data is re-encr^pted when said user stores, copies or transfers said 
data or data which h^been edited. 

2. A data copyright management System according to claim 1 
wherein said key used in said reencrypti^n is different from said key for 
decryption. 



3. A data copyright management s 
wherein a copyright control program is fur; 
copyright of said data. 




ccording to claims 1 or 2 
for managing the 



4. A data copyright management system according to claim 3 
wherein said data copyright control program is stored in a ROM of a device 
which said user uses. 
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5. A data copyright management system according to claim 3 
wherein said data copyright control program is spred in system area 
controlled by an operating system of the deviae which said user uses. 

6. A data copyright management system according to claims 1, 2, 4 
or 5 wherein a copyright information w^iich is not encrypted with respect to 
said data copyright is further used. 

7. A data copyright management system according to claim 3 
wherein a copyright information which is not encrypted with respect to said 
data copyright is further used. 

8. A data copyright management system ^cdording to claims 1, 2, 4, 
5 or 7 wherein said copyright information wfuch/is nok encrypted added to 
said encrypted data as a ^opyright inf orm^tiQjT label, saiafcopyright 
information label being/stored, copied or transmitted together with said data 
in the case where saicydata is stored, copied or transmitted. 



9. A data copyright management system according to claim 3 
wherein said copyright information which is not encrypted added to said 
encrypted data as a copyright information label, said copyright information 
label being stored, copied or transmitted together with said data in the case 
where said data is stored, copied or transmitted. 
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10. A data copyright management system according to claim 6 
wherein said copyright information which is not encrypted added to said 
encrypted data as a copyright information label, said copyright information 
label being stored, copied or transmitted together with said data in the case 
where said data is stored, copied or transmitted. 

A data copyright management system according to claim 8 
digital signature is added to /aid copyright information label. 

A data copyright management system according to claim 9 
digital signature is ad^fed to said cwwipht information label. 

A data copyright management/system according to claim 10 
digital signatures added to saWcopyrigmsinforj^ label. 

14. A data copyright management system for using data encrypted 
and supplied from a database to a user, said data copyright management 
system comprising ffte database, a key control center and a copyright 
management center, 

wherein sa/d data copyright management system uses secret-key, user 
information ana copyright control program; 

said database encrypts the data with first secret-key to distribute the data 
to a first user via communication network, communication and broadcasting 
satellite, and record medium; 



11. 

wherein a 



12. 

wherein a 



13. 

wherein a 
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said first user provides the first user information to said key control 

center to request the use; / 

said key control center transfers said first user information to said 

copyright management center- 
said key control center transfers the copyright control program together 

with said first secret-key and second secret-key to said first user via said 

communication network; 

said first user uses said first secrefakey with said copyright control 

program to decrypt said encrypted datar for use; and 

said data decrypted is re-encrypted in the case wK^e said decrypted data 

is stored, copied or transmitted ml!n said copyrigh^omrol program by using 

said second secret-key, and uncrypted first user ^tformation is added. 

15- A data copyright management System according to claim 14 
wherein said first secret-key and said seco^a secret-key are^isused with said 
copyright control program, when said decrypted data is copied or transmitted; 
and 

said first user y&quests for the retransfer of said second secret-key for the 
reuse of said reehcrypted data to said copyright management center so that 
said second seawkey is retransmitted. 



16. A/data copyright management system according to claim 15 
wherein the copy or transmit of said encrypted data is registered in said 
copyright management center according to the retransfer of said second secret- 
key. 



133 




17. A data copyright management system according to claim 15 or 16 
wherein second user presents said first user information to request the use to 
said copyright management center; / 

said copyright management center transfers said second secret-key and 
third secret-key, and said copyright control program to said second user after 
confirming the retransfer of said second sedret-key to said first user; 

said second user decrypts said encrypted data with said copyright 
control program by using said second secret-key; and 

said data is reencrypted and redecrypted with said^opjyright control 
program by using said third secret-key when said dea^oted data is stored, 
copied or transmitted. / // I 

18. A data copyright management system according to claims 14, 15, 
or 16 wherein said second secret-key is generated on the Basis of any one or 
more of said first secret-key, ysaid user information, and the usage frequency of 
said copyright control program with said copyright control program. 

19. A data copyright management system according to claim 17 
wherein said second sedret-key is generated on the basis of any one or more of 
said first secret-key, said user information, and the usage frequency of said 
copyright control program with said copyright control program. 

20. A data copyright management system for using data encrypted 
and supplied from a database to a user, said data copyright management 
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system comprising a database, a key control center and'a copyright 
management center; / 

wherein said data copyright management system uses secret-key, user 
information and copyright control program; / 

first user presents the first user information to the database to request 
the use of the data; / 

said database encrypts requested said data by using first secret-key and 
transfers it to said first user via said communication network together with 
said first secret-key, second secret-key and said copyright control program; 

said key control center transfers said first user infpraiation to said 
copyright management center; / / / J I 

said key control center transfers the copyrigl^contr^l program together 
with said first and second secreMceys to said first juser via said\ 
communication network; / J / \ 

said first user decrypts and uses said encrypted data with said copyright 
control program by using said first secret-key; and 

said data decrypted/ is re-encrypted when said decrypted data is 
stored,copied or transmitted with said copyright control program by using 
said second secret-key /and uncrypted first user information is added. 

21, A data/copyright management system according to claim 20 
wherein said first and second secret-keys are disused with said copyright 
control programywhen said decrypted data is copied or transmitted; 

said first aiser requests retransfer of said second secret-key for the reuse 
of the reencrypted data to said copyright management center; and 
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said second secret-key is retransfirred. 

22. A data copyright management system according to claim 21 
wherein the copy or transmit of said encrypted data is registered in said 
copyright management center according to the retransfer of said second secret- 
key. 



23. A data copyright management system according to claim 21 or 22 
wherein second user presents said first user informaticm/to request the use to 
said copyright management cenjter; 

said copyright management center transfers skid/ sicond secret-key, 
third secret-key and said copyright control program to sa|d second user after 
confirming the retransfer of said second secret-key to thd first user; 

said second user decrw>ts said encrypted dkm with saicLeopyright 
control program by using saad second secret-key; and 

said data is reencrypAed and redecrypted with said copyright control 
program by using said third secret-key in the case where said decrypted data is 
stored, copied or transmitted. 



24. A data copyright management system according to claims 20, 21, 
or 22 wherein said second secret-key is generated on the basis of any one or 
more of said first secret-key, said user information, and the usage frequency of 
said copyright control program with said copyright control program. 
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25. A data copyright management system according to claim 23 
wherein said second secret-key is generated cm the basis of any one or more of 
said first secret-key, said user information, add the usage frequency of said 
copyright control program with said copyright control program. 




26. A data copyright management system for using data encrypted 
and supplied from a database to a user, said data copyrighj^i^xt^gement 
system comprising a database, a key control center and/ 
management center; 

said data copyright management system use£ secretly, public-key and 
private-key; 

first user presents first public4cey, second public-key ^nd first user 
information to request the use of tHe desired data to said key control center; 

said database which receives the request for use encrypts said data by 
using first secret-key, encrypts Sdfd first secret-key by using said first public- 
key, and encrypts second secretykey by using said second public-key; 

said encrypted data, said encrypted first secret-key, said encrypted 
second secret-key and said copyright control program are transmitted to said 
first user; 

said first user decrypts said encrypted first secret-key by using first 
private-key, decrypts said encrypted data by using said decrypted first secret- 
key, and decrypts said encrypted second secret-key by using second private- 
key, with said copyright control program; 
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said data is encrypted and decrypted with said copyright control 
program by using the second secret-key in the case where said decrypted data 
is stored, copied or transmitted. / 

27. A data copyright management sfystem according to claim 26 
wherein said first and second secret-keys are disused with said copyright 
control program when said decrypted dafta is copied or transmitted; 

said first user who reuses said encrypted data requests for the retransfer 
of said second secret-key for the reuses of said reencrypted data to said 
copyright management center; and / / 
said second secret-key is rraapfeirccft 



28. . A data copyright management system according to claim 27 
wherein the copy or transmit of said encrypted data is registered in said 
copyright management center. 

29. A data copyright management system according to claim 27 or 28 
wherein second userpresents said first user information to request the use to 
said copyright management center; 

said copyrignt management center transfers said second secret-key, 
third secret-key, and said copyright control program to said second user after 
confirming the retransfer of said second secret-key to said first user; 

said secpnd user decrypts said encrypted data with said copyright 
control program by using said second secret-key; and 
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said data decrypted is reencrypted and redeorypted with said copyright 
control program by using said third secret-key if. the case where said 
decrypted data is stored, copied or transmitted/ 
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30. A data copyright management system according to claims 26, 27, 
or 28 wherein said second secret-key is generated on the basis of any one or 
more of said first secret-key, said user information, and the usage frequency of 
said copyright control program. 




31. A data copyright management system according to claim 29 
wherein said second secret-key i$ generated onythe basis of any-one or more of 
said first secret-key, said user ^formation, and the usage frequency of said 
copyright control program. 

32. A data copyright management system for using a plurality of data 
encrypted each by different secret-keys and supplied from database to a user, 
said system using a sedret-key, user information and a copyright control 
program, said data copyright management system comprising: 

first user obtaining from a copyright management center a plurality of 
copyright control programs unique to original said plurality of data and a 
plurality of first secret-keys to decrypt said plurality of original data with a 
plurality of saicy first secret-keys; 

one or dj plurality of second secret-keys being generated with a plurality 
of copyright control programs unique to said plurality of original data; 
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wherein said plurality of original data which/are used or edited are 
encrypted with said one or a plurality of second s/cret-keys with said plurality 
of copyright control programs unique to said plurality of original data to be 
stored, copied or transmitted together with the' edition process data; and 

said plurality of original data or said plurality of edited data encrypted 
with said one or plurality of second secret-keys are decrypted with said one or 
plurality of second secret-keys and said plurality of copyright control 
programs obtained from said copyright management center for second user to 
use and edit by using said edition process. 

33. A data copyright management system accOTdmg to claim 32 
wherein said second secret-key is generated with sai^c^yrigiht control 
program on the basis of any one or more of said fip^ecret-keys and saic^user 
information. / 

34. A data copyright management system for using data encrypted 
and supplied from a database to a user, using a crypt key, user information 
and a copyright control program, comprising: 

said user presenting user information to said database; 

said database supplying said data encrypted with first crypt key to first 
user; / 

said first user generating a second crypt key based on said first crypt key 
with said copyright control program; 

said encrypted data being decrypted by using said first crypt key in the 
case where said first user uses said encrypted data; and 
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said decrypted data being reencrypted by using sajd second crypt key in 
the case where said first user stores, copies or transrnifc said decrypted data. 

35. A data copyright management system according to claim 34 
wherein said crypt key is a secret-key. 
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36. A data copyright management system according to claim 34 
wherein said crypt key is a public-key and a private-key. 
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37. A digital cash management system for nsrng digital cash 
encrypted and supplied from a financial organization to fi|:st user, 
comprising: 

said financial organization supplying a key for decrypt 
encrypted digital cash data to said first user; 

said digital cash data being decrypted by using said decrypting key in the 
case where said first ulser confirms said digital cash data; and 

said data beirtg reencrypted in the case where said first user stores said 
decrypted digital clash data, in the case where changed digital cash data is 
stored, or in the case where digital cash data is transmitted to said second user. 



38. A digital cash management system according to claim 37 wherein 
the key usea in said reencryption is a crypt key which is different from said 
decrypfog/key. 
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39. A digital cash management system according to claims 37 or 38 
wherein a digital cash management program is further used for managing 
said digital cash. 

40. A digital cash management systei^i according to claims 37 or 38 
wherein first user information which is not incrypted is further used. 



41. A digital cash management /ystem according to claim 39 wherein 
first user information which is not encrypted is further used. 

42. A digital cash management system according^ to/claims 37 or 38 
wherein said first user informatio/ which is not encrypj/ed is added to said 
encrypted digital cash data as th£ first user information label to be^tdred or 
transmitted together with saidytiigital cash data in th^pase where said digital 
cash data is stored, in the case where changed digital cash data is stored, or in 
the case where said digital cash data is transmitted to the second- user. 




43. A digital cash management system according to claim 39 wherein 
said first user information which is not encrypted is added to said encrypted 
digital cash data as the first user information label to be stored or transmitted 
together with said digital cash data in the case where said digital cash data is 
stored, in the case where changed digital cash data is stored, or in the case 
where said digital rash data is transmitted to the second user. 
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44. A digital cash management system according to claim 40 wherein 
said first user information which is not encrypted is aaded to said encrypted 
digital cash data as the first user information label tp be stored or transmitted 
together with said digital cash data in the case where said digital cash data is 
stored, in the case where changed digital cash dafta is stored, or in the case 
where said digital cash data is transmitted to me second user. 



45. A digital cash management system according to claim 41 wherein 
said first user information which is not encrypted is added to said encrypted 
digital cash data as the first user information label to be stored or transmitted 
together with said digital cash data in the case where said digital cash data is 
stored, in the case where changed digital cash data is sto/ei, or in the case 
where said digital cash data is transmitted to the sectfua user. 

46. A digital cash management system acmrding^o^c^pci 42 wherein 
a digital signature is added to said first user information label. - 



47. A digital caslv management system according to claim 43 wherein 
a digital signature is added to said first user information label. 

48. A digital cash management system according to claim 44 wherein 
a digital signature is added to said first user information label. 



49. A digital cash management system according to claim 45 wherein 
a digital signature is added to said first user information label. 
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50, A digital cash management system for using digital cash 
encrypted and supplied from a financial organization to a first user, said 
system using a crypt key, user information and digital cash management 
program, comprising: / 

said first user presenting the first user information to said financial 
organization; / 

said financial organization providing said: first user with said digital 
cash data encrypted by the first crypt key; / 

wherein said first user generates a second crypt key on the basis of said 
first crypt key with said digital cash management programs 

said encrypted digital cash data is decrypted by using daid first crypt key 
in the case where said first user confirms said encryptej^digipl cash data; 

said digital cash data decryp 
key to be stored said first user; / 

said decrypted digital cash data is reencrypted by using said second crypt 
key and said digital cash data reencrypted is transmitted to second user 
together with said first user information in the case where said decrypted 
digital cash data is transmitted to said second user; 

said first usey information is presented to said financial organization 
from said second user; 

said financial organization generates said second crypt key based on said 
first user infortnation and transfers said second crypt key to said second user; 
and / 



is reencrypted ^y using^aid^econd crypt 
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said second user decrypts said reencrypted digital cash data with said 
digital cash management program by using said second crypj/key which is 
transferred. 
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51 • A digital cash management system accgming to claim 50 wherein 
said crypt key is a secret-key. 

52. A digital cash management system according to cl^jm 50 wherein 
said crypt key is a public-key and a private^cey. 




53. A digital cash management system for using ^^gital^cash^ 
encrypted and supplied from a fiitfancial organization to first user, said system 
using a public-key and a private-key, comprising: 

said first user presenting first public-key to said financial organization; 
said financial organization encrypting digital cash data with said first 
public-key to supply to ^aid first user; 

said first user decrypting said digital cash data by using first private-key; 
second user presenting second public-key to said first user; 
said first usfcr encrypting said digital cash data which is decrypted with 
said second pubfic-key to transfer to said second user; and 

said second user decrypting said digital cash data by using second 
private-key. 
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54. A video conference data management system for using video 
conference data encrypted and supplied from first nsey to second user, 
comprising: 

a key for decrypting said encrypted video cc^iference data being 
supplied from said first user to said second user; 

said encrypted video conference data bemg decrypted by using said 
decrypting key in the case where said seconcyuser uses said video conference 
data; and 



tores 



data is 



said data being reencrypted in the case where said seconj 
decrypted said video conference data, inr the case where 
conference data is stored, or in the ca^e where said video 
transmitted to third user. 



55. A video conferenceAiata management systfem Recording to otau 
54 wherein a crypt key used for said re-encryption is different from said 
decrypting key. 

56. A video conference data management system according to claims 
54 or 55 wherein a vide6 conference data management program for managing 
said video conference pata is further used. 




57. A video conference data management system according to claims 
54 or 55 wherein first user information which is not encrypted is further used. 
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58. A video conference data management system according to claim 
56 wherein first user information which is not encrypted is further used. 



59. A video conference copyright man/gement system according to 
claims 54 or 55 wherein said uncrypted first ij^er information is added to said 
encrypted video conference data as the first/user information label which is 
copied or transmitted together with said wleo conference data in the case 
where said video conference data is stored 
conference data is stored, or in the ca§6 where the vicjfe 
transmitted to third user 



, in the case the edited video 

conference data is 



60. A video conference/copyright management 



/ 



^system according to 



claim 56 wherein said uncrypted first user infojmrtation is adli^cito said 
encrypted video conference aata as the first user information label which is 
copied or transmitted together with said video conference data in the case 
where said video conference data is stored, in the case where the edited video 
conference data is storeg, or in the case where the video conference data is 
transmitted to third usfer. 



61. A video conference copyright management system according to 
claim 57 wherein said uncrypted first user information is added to said 
encrypted video conference data as the first user information label which is 
copied or transmitted together with said video conference data in the case 
where said video conference data is stored, in the case where the edited video 
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conference data is stored, or in the case where the video conference data is 
transmitted to third user. 



62. A video conference copyright management system according to 
claim 58 wherein said uncrypted first user infonmation is added to said 
encrypted video conference data as the first uger information label which is 
copied or transmitted together with said vide'o conference data in the case 
where said video conference data is stored, An the case where the edited video 
conference data is stored, or in the case wjtere the video conference data is 
transmitted to third user. 



63. A video conference dat/ management ^ste^i according to claim 
59 wherein a digital signature is ac 



fded 



to said firsjfAiser il^fOTmation label. 



64. A video conference data management system according to claim 
60 wherein a digital signature/is added to said first user information label. 



65. A video conference data management system according to claim 

61 wherein a digital signature is added to said first user information label. 

66. A video yconference data management system according to claim 

62 wherein a digital/signature is added to said first user information label. 



67. A video conference data management system for using video 
conference data/ encrypted and supplied from first user to second user, said 
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system using a crypt key, user information, and video conference data 
management program: / 

wherein said second user presents second user information to said first 
user; / 

said first user supplies to said second user said video conference data 
encrypted with the first crypt key; / 

said second user uses said video conference data management program 
to generate the second crypt key based oniaid first crypt key; 

said encrypted video conference data is decrypted by using said first 



68. A video conference data management system according to claim 
67 wherein said crypt key is a secret-key. 

69. A video conference data management system according to claim 
67 wherein said cwpt key is a public-key and a private-key. 

70. A Aata copyright management apparatus connected for use to a 
system bus in/main body of user terminal, comprising a microprocessor, a 
read only memory, reading and writing memory and EEPROM connected to a 
microprocessor bus: 
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crypt key in the case where said secomi user uses said encrypted^deo 
conference data; and / / 1 



said decrypted video conference data is reencrypted/Wiising said second 
crypt key in the case where said second user stores, copies or transmits said 
decrypted video conference data. / / \ 




